Digital Citizenship: A Training for Plugged-in Parents by Sannes, Allie Marie
Minnesota State University Moorhead 
Red 
Dissertations, Theses, and Projects Graduate Studies 
Spring 5-15-2020 
Digital Citizenship: A Training for Plugged-in Parents 
Allie Marie Sannes 
allie.sannes@go.mnstate.edu 
Follow this and additional works at: https://red.mnstate.edu/thesis 
Recommended Citation 
Sannes, Allie Marie, "Digital Citizenship: A Training for Plugged-in Parents" (2020). Dissertations, Theses, 
and Projects. 311. 
https://red.mnstate.edu/thesis/311 
This Project (696 or 796 registration) is brought to you for free and open access by the Graduate Studies at Red. It 
has been accepted for inclusion in Dissertations, Theses, and Projects by an authorized administrator of Red. For 
more information, please contact kramer@mnstate.edu. 
Digital Citizenship: A Training for Plugged-in Parents 
 
 
 
 
 
 
A Project Presented to 
The Graduate Faculty of 
Minnesota State University Moorhead 
 
By 
 
Allie Marie Sannes 
 
 
 
 
 
 
In Partial Fulfillment of the 
Requirements for the Degree of 
Master of Science in  
School Counseling 
 
 
 
 
 
 
May 2020 
 
Moorhead, Minnesota 
  
Running head: DIGITAL CITIZENSHIP                                                                                        2 
Abstract 
Digital citizenship can be defined in many ways, but essentially it is how individuals display the 
norms of appropriate, responsible behavior with regards to technology use. Adolescents today, 
have not known a life without the internet, so for those individuals it is important to educate 
them on the importance of being a good digital citizen. It is important for adolescents to be 
educated on the topic of digital citizenship, but through my review of literature it is shown that 
parental involvement has a positive impact on their child’s proper use of technology. Digital 
citizenship is a topic that should be taught as a community-based approach including, parents, 
teachers, administration, community members and the students in our school district. This 
literature review gives an overview of why it is important for not only adolescents, but parents 
and caregivers to be educated on the topic of digital citizenship through a parent training.   
 Key words: digital citizenship
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Introduction 
 Adolescents today have not known a life without the internet and technology as we know 
it today. A 2013 report of the Pew Research Center’s Internet & American Life Project on teen 
social media usage reported that 95% of teens ages 12-17 used the internet and eight out of ten of 
those had some sort of social media platform they used on a regular basis (Martin, Wang, Petty, 
Wang, & Wilkins, 2018). The problem is not necessarily the adolescent’s use of digital media, 
but rather how they are using it and if they are doing so in a safe, ethical, smart way. Through an 
extensive review of literature, I have discovered how digital media has influenced the lives of 
children and adolescents both positively and negatively. Based on the research, I created a 
training for parents on the topic of digital citizenship. The two-hour parent training will provide 
parents and caregivers with a foundation to be more knowledgeable and involved in their child’s 
digital media journey. The training will also help maintain the bridge between parents and school 
to ensure the needs of their child are being met. 
Literature Review 
Through my review of literature on the topic of digital citizenship there were interesting 
findings associated with digital media use influencing the development of adolescent’s identity. 
Adolescence is a time of “storm and stress” for both the adolescent and their family. There is 
extensive research on the influence of hormones and peer groups during this time, about 
relationships with parents and about the tasks of discovering their adolescent self (Shifflet-
Chikla, Harold, Fitton, & Ahmedani, 2016). With the addition of finding their digital identity, it 
can make it difficult for the adolescent to develop properly and recognize the similarities and 
differences between their online and offline self.  
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Another important theme that came from my review of literature is the importance of 
parental involvement in the development of the teen becoming a good digital citizen. With the 
gap in technology use between adolescents and parents, it is becoming more difficult for parents 
to monitor their child’s use. Therefore, it is just as important for the parent to become educated 
on the topic of digital citizenship, so they can be positive role models for their adolescent. It 
takes a village to mold a good digital citizen and the village should include teachers, 
administration, the community, parents and students. This literature will review the importance 
of digital citizenship and the effects digital media has on the adolescent’s identity development, 
mental health and whether parental involvement has a positive association with it or not. I 
recognized a lack of research in the area of parental education on the topic of digital citizenship 
and feel it justifies my project for a digital citizenship training for parents.  
Digital Citizenship 
 Digital citizenship is a relatively new concept that has taken shape over the last decade or 
so and is slowly reaching the schools. Mike Ribble, the author of Digital Citizenship in Schools, 
defines digital citizenship as “individuals who display the norms of appropriate, responsible 
behavior with regards to technology use” (Ribble, 2015). He believes all students should know 
the following nine elements regarding digital citizenship: digital access, digital commerce, 
digital communication, digital literacy, digital etiquette, digital law, digital rights and 
responsibilities, digital health and wellness and digital security. We know what technology can 
do, but now we should be shifting our focus to how we should be using it (Wang & Xing, 2018). 
More schools and school districts are shifting to the implementation of a 1:1 and “bring your 
own technology” initiatives and although social media use can provide the students with great 
opportunities to connect with classmates and foster creativity, it also has its downfalls. The use 
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of social media and technology presents several risks for students that not only effect their 
education, but may also have an effect on their personal life (Martin, Wang, Petty, Wang, & 
Wilkins, 2018).  
A study conducted by Martin, et al. (2018) involving five hundred and ninety-three 
middle school students in the Southeastern region of the United States found that girls are more 
willing to accept a stranger’s friend request than boys and they also check social media much 
more often than boys. This shows that we should be paying closer attention to adolescent girls 
during security education, but boys are in need for education as well.  
Students in schools today have not known a world without digital technology and 
because they grew up with it, they are described as “digital natives”. Teachers, parents and 
administration are considered to be “digital immigrants” or new to technology and assume the 
“digital natives” or students know everything they need to know about technology (Ribble, 
2015). However, that is not the case. They may know how to use technology, but they may not 
know how to use it properly and safely. It is essential to educate students, their teachers and 
parents on the importance of digital citizenship and issues such as cyberbullying, digital identity, 
impact of digital footprints and use of inappropriate social media (Martin, Wang, Petty, Wang, & 
Wilkins, 2018).  
Social Media Addiction 
Can it be an addiction if this is all adolescents born after 1994 have known? A study by 
Simsek, Elciyar, Kizilhan (2019) conducted a study to identify the social media addiction level 
of high school and university students. What they found is that students participating in the study 
based on the completion of a survey exhibited moderate levels of social media addiction. Today, 
this is not alarming but that is not to say this could not reach an alarming level in the future 
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(Simsek, Elciyar, & Kizilhan, 2019). Some of the limitations represented in this study is that this 
study was conducted in a small area of Turkey, which could make it difficult to generalize the 
data to other parts of the country and world. The technology use in these areas may be influenced 
by the culture in which people grew up and that could influence the daily usage by the students.  
In adolescents today, I have noticed there is a constant need for attention and approval 
from their peers, and this could be related to the addictive behaviors we are seeing in 
adolescents. Researchers have described the addiction to social media as being like an addiction 
to gambling. When an adolescent or other individual hears the “ding” of their phone showing a 
new text, social media “like”, comments, etc., it can develop a craving for those types of things 
that can cause an instantaneous “high”. This can result in the individual continuously posting 
pictures of themselves to chase the high (Cain, 2018).  
Digital Footprint 
 Sharing information online can be a great way for adolescents to express themselves, 
collaborate and socialize with others, but it can also be detrimental to their future. An area 
students need to be made aware of, is the “digital footprint” they are leaving behind online. Some 
of the personal information that is being shared online today, can be retrieved years later by 
classmates, teachers, college admissions officers, future employers or the general public. Apps 
today, such as Snapchat and Instagram have a unique feature that limits the lifetime of the 
pictures and videos they are sharing, which make it more difficult to track and essentially leave 
less of a digital footprint (Martin, Wang, Petty, Wang, & Wilkins, 2018). However, smartphones 
have the capability of screenshotting pictures, so it is never safe to assume these images and 
videos are gone forever. It is not only important to point out how digital footprints can have a 
negative impact on the adolescent’s future, but also educating the student on how they can create 
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a positive digital footprint for themselves. This is an area where teachers, administration and 
parents can be good role models in creating a positive digital footprint for themselves (Bearden, 
2016).  
Digital Identity 
 Another important term when discussing digital citizenship is the importance of creating 
a positive digital identity. An individual’s digital identity is reflected as how one perceives them 
self as well as how others perceive that individual (Martin, Wang, Petty, Wang, & Wilkins, 
2018). When people navigate websites and use various apps, they often have the choice of being 
identified anonymously. It is important for individuals to understand the similarities and 
differences in how they present themselves online and offline and what it means to be 
responsible for their actions even when they are not easily identifiable (Martin, Wang, Petty, 
Wang, & Wilkins, 2018). Adolescence is a developmental stage of life that deals with identity 
and role confusion, so the concept of digital identity throws another factor in the student’s 
development of identity (Kim & Choi, 2018). 
Online Identity for Adolescents 
 A study by Kim and Choi (2018) looked at a new framework known as SAFE (self-
identity, activity in online, fluency for digital environment and ethics for digital environment). 
They found the piece of self-identity to be especially important for adolescents and educating 
them on this aspect is vital. A limitation of this study (Kim and Choi, 2018) is that convenience 
sampling was used, so it is possible this may be unevenly distributed and it may be difficult to 
generalize the data. Erik Erikson, through his research, determined that identity development is 
the most important part of the developmental challenge’s adolescents face. The use of digital 
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media technology creates an entirely new environment for adolescents to express and explore 
their identity (Kim & Choi, 2018).  
Many factors are impacting adolescents during this time including biological changes, 
cognitive changes, new psychosocial demands in their peer relationships, identity development 
and changes in social roles. During this stage, adolescents are slowly shifting away from 
spending time with family to spending time with their peers (Shifflet-Chikla, Harold, Fitton, & 
Ahmedani, 2016). An adolescent’s interpersonal relationship and social context plays a huge role 
in the identity formation process. The two main factors in an adolescent’s development are 
parents, who serve as models of identity (positive and negative) and validate the identities their 
child expresses and the adolescent’s peers. A study conducted by Davis (2013) looked at the 
adolescents’ sense of identity and the role that parents, friends and digital media technologies 
played in the construction of self. The study found that positive online relationships with one’s 
parents and friends contributed to a positive sense of self among adolescents. However, if 
friendship quality is poor, digital media could negatively affect the adolescent’s self-identity 
(Davis, 2013). This stresses the importance for educators to not only educate on the importance 
of digital identity, but to also explore the aspect of self-identity with adolescents. The study 
(Davis, 2013) discussed the limitation of the data being cross-sectional and observation, meaning 
we cannot reach conclusions based on what was discovered through this study. 
Adolescence is a time where parents are giving their children more and more freedom, 
but the difference between then and now, is that adolescents used to interact with their peers 
face-to-face and this was much easier for parents to monitor than online interaction today. 
Today, adolescents can interact with people and access information from anywhere in the world. 
An important aspect of an adolescent finding their identity and developing is the guidance of 
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their parents to help them discover themselves. With the large gap in technological knowledge 
between parents and children, it is more difficult to supervise and support their children during 
this important developmental stage (Shifflet-Chikla, Harold, Fitton, & Ahmedani, 2016). 
Today’s adolescents were born in the internet age, so it is important to research how the digital 
age is effecting how they experience their identities (Kim & Choi, 2018).  
During this time of identity confusion in adolescents, it has been researched that they are 
living their lives in terms of a co-construction model, which simply means that the teens’ digital 
worlds are highly connected to the developmental processes of their lives. For example, a teen 
who is known as a digital chatter among a group of 13-year-old girls online, is also likely to 
reflect increased prominence of social bonds and conformity associated with social development 
in early adolescence (Judge & Sossong, 2017). Another example of this that can be problematic 
is for a teen who was sexually abused offline, may interact sexually with an adult online as a 
response to their victimization. Given these strong relationships between online and offline risk, 
certain features of online environments can increase the impulsive action of adolescents who are 
trying to figure out their identity. Their lack of identity paired with their neurodevelopmental 
immaturity, can increase the chances of making isolated poor choices that are not always 
representative of the individual’s overall well-being (Judge & Sossong, 2017).  
Impact of Online Activity on Adolescents 
 We have discovered the impact digital age is having on adolescents, but now we will 
further explore the effect online activity is having on the mental health of adolescents. The 
changing developmental and maturity levels of adolescences, along with their access to social 
media platforms, adds another dimension to the potential harm and negative consequences of its 
use. Some of the health problems include, health problems, emotional problems, internet 
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addiction, risky internet use and social/functional impairment (Guinta & John, 2018). 
Cyberbullying is defined as the use of electronic forms of contact to inflict willful and repeated 
harm to others. The impact this has on adolescents is high, because of the speed at which 
information can spread online and the anonymity and complexity it involves. Studies have been 
conducted that have found the increased likelihood of depression for victims of cyberbullying 
(Hamm et al., 2015). 
 Another important finding by Woods and Scott (2016) is that greater overall social media 
use, nighttime-specific social media use and emotional investment in social media were each 
associated with poorer sleep quality and higher levels of anxiety, depression and lower self-
esteem. Social media use, especially at nighttime, could directly interrupt sleep or interfere with 
the natural melatonin production due to digital screen exposure at bedtime. It is a possibility that 
individuals who are struggling with poor mental health may be turning to social media in bed as 
a sleep aid or to regulate mood (Woods & Scott, 2016). The association with emotional 
investment in social media is that adolescents who are more invested are at an increased risk of 
anxiety and depression because they have higher feelings of distress and isolation when they are 
not connected to social media. This can then interrupt sleep, because the adolescent is constantly 
checking for social media alerts and so the cycle continues. Further investigation into the use of 
social media, specifically nighttime use, and the emotional investment in social media and how it 
relates to sleep quality, anxiety, depression and self-esteem in adolescence is needed (Woods & 
Scott, 2016). A limitation of this study (Woods & Scott, 2016) is that participant’s gender and 
age were not recorded or included in the analysis, so we are not able to make conclusions based 
on these factors of the participants.  
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 One study (Barry, Sidoti, Briggs, Reiter, & Lindsey, 2017) looked at the relations 
between adolescent social media use and the various areas of mental health and psychosocial 
functioning from the adolescent and parent perspective. The main findings of this study found 
that social media activity (number of accounts and their self-reported frequency of checking 
social media) was moderately, positively related to the “fear of missing out” or FoMO and 
loneliness, as well as with parent-reported hyperactivity, anxiety and depression. FoMO is a new 
concept, but it is seen as a motivational variable, meaning that adolescents engage with social 
media out of distress that they may be socially excluded by others. It may also be an indicator 
that adolescents with FoMO may not be approaching social media to connect with others, but are 
doing so to avoid being isolated with them (Barry, Sidoti, Briggs, Reiter, & Lindsey, 2017). This 
constant comparison to others often results in envy, depression and reduced happiness, because 
people are perceiving others’ lives more favorable than their own (Cain, 2018). Some limitations 
worth noting is that timeframe was limited, and the design of the study indicates that causal 
relationships are not able to be made, but rather the relationship between all these variables is 
worth looking into further.  
 Many of the studies (Barry, Sidoti, Briggs, Reiter, & Lindsey, 2017; Woods & Scott, 
2016; Guinta & John, 2018) show a correlation in the rise of mental health issues, such as 
depression and anxiety with the rise in the use of social media and cell phones, but have been 
unable to show a causal effect. An interesting hypothesis stated that young children and 
adolescents are lonely in crowds of thousands because they have substituted authentic, face-to-
face relationships with virtual friendships (through texts, Facebook, Instagram and Snapchat) and 
are void of emotional nourishment (Cain, 2018). Today, we are accessible to others 24 hours a 
day and it can be difficult for us to psychologically disengage from work, peers and other 
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stressful activities. This is inevitable, unless individuals are purposely “unplugging” from their 
device.  
 An interesting finding related to the issue of addiction and mental health issues is that 
simply the presence of a smartphone reduces cognitive capacity by keeping the user on “alert”, 
which can lead to the potential psychological toll the device is taking on the individual. Pushing 
back against the use of smartphones can also become difficult, because it is considered the “way 
of life” today. The findings that social media/cell phone use is positively correlated with mental 
health is therefore easily dismissed because of certain cultures. While keeping the well-being of 
adolescents in mind, I feel it is time to look at the negative consequences mobile digital 
technologies may be having on our adolescents and their mental health. Like I mentioned before, 
more research is needed on the causal relationship between these two factors, but what we know 
now is there is a correlation between the two factors that we can work with now.   
Parental Involvement in Digital Media 
Through my extensive review of literature on the topic of digital citizenship in 
adolescents, one of the main themes to come through is the positive impact of parental 
involvement in the adolescent’s life. Many of the studies (Martin, Wang, Petty, Wang, & 
Wilkins, 2018; Mark & Nguyen , 2016; Barry, Sidoti, Briggs, Reiter, & Lindsey, 2017; Wang & 
Xing, 2018) reviewed all noted the positive impact parental involvement has on the use of digital 
media. One of the key findings is that parents wanted more transparency in their teens’ use, but 
they often struggled with that because of their own unfamiliarity with technology. Although 
adolescence is a time where children are distancing themselves from their parents, Kohlberg’s 
Moral Development Theory still shows that interpersonal relationship with family and friends are 
key to forming society values and norms during adolescence. When an adolescent needs advice, 
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they are still going to go to their parents. If their parents are more knowledgeable and vocal 
about digital citizenship, they could be a huge influence on the adolescent becoming a good 
digital citizen.  
One study (Wang & Xing, 2018) aimed to find the impact parental involvement has on 
teen digital safety in an environment that is surrounded by digital media, internet and mobile 
technologies. The sample was used from a national survey study conducted by Pew Research 
Center’s Internet & American Life Project. The study found that parental involvement had a 
positively significant effect on teen digital etiquette and digital safety. One of the important 
takeaways is that rather than restricting your child from digital use, when the parent is 
technologically knowledgeable, they can monitor the child’s use and that impacts the responsible 
use of their devices.  
 Frequent parental monitoring and closer parent-child connections on social media may 
promote more adaptive uses of social media, whereas the gap between parental use and 
adolescent use may be problematic in the adolescent’s mental health. A study by Martin, et al. 
(2018) stated that less than 50% of parents are monitoring their adolescent’s online usage and 
that is shocking considering in the same study young girls reported they are accepting friend 
requests from strangers often. If the parent is monitoring their child’s usage, they can help 
educate them on the do’s and don’ts of digital citizenship and we can gain overall awareness of 
the issue. Parents have the potential to be the most vital part of a community-based approach. 
They need to gain awareness, educate themselves and act in order to prepare their children for 
this digital society before they enter the school doors (Hollandsworth, Dowdy, & Donovan, 
2011). Once they reach school doors, it will be up to the teachers, administration and counselors 
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to continue this education to become a good digital citizen, but it should be a community-based 
approach. 
Parental Mediation 
 Just as each individual is different in their own unique way, the way an individual parents 
a child is also done in their own unique way. Various factors are taken into consideration when 
one looks at the type of parent they are, such as the way they were parented growing up, 
socioeconomic status, etc. A common theme in the digital world of adolescents is that the 
amount of parental mediation a parent has with their child can positively affect their use and 
safety with social media and technology. The issue many parents run into is that they do not 
know as much about social media as their children, so it is difficult to monitor the use of their 
child when they are not comfortable with it themselves. 
Types of mediation and parenting styles. 
There are different types of mediation that can be used by parents that involves the 
interactions they have with their children about social media use. Restrictive mediation is when 
parents set rules regarding the content allowed or the amount of time spent viewing media or 
using technology. This type of mediation can be done in a restrictive way or a rewarding way 
where media is prohibited for bad behavior or it is rewarded for good behavior. This is a 
common type of mediation that is used with young children using technology or with teenagers, 
specifically for nighttime use (Coyne, et al., 2017). Active mediation has to do with the parent-
child conversations that are taking place about media, including parental attempts to provide 
children with skills regarding media. For example, if a child is watching a television show that 
involves bullying, a parent may discuss bullying with the child after viewing the show. There is 
also co-viewing, which is when parents view, use or consume media with their children, but do 
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not necessarily discuss the content with them. Many children will not view this as intrusive, 
because the parent is not necessarily questioning the child about what they are viewing (Coyne, 
et al., 2017). All three of these mediation techniques can decrease negative consequences 
associated with technology and social media use. 
A study by Hwang, Choi, Yum, & Jeong (2017) had the underlying theoretical 
framework based on the Protection Motivation Theory (PMT), which is a type of protective 
behavior that can be reflected in parental mediation. PMT is a theory that states one’s protective 
behaviors are based on one’s perceived threat and efficacy. This study looked at parental 
mediation regarding children’s problematic smartphone use using threat and efficacy 
perceptions. It also examined these factors in relationship to parents’ addiction to their 
smartphone and the parenting style they follow. Of the various parenting styles, authoritative, 
authoritarian and permissive styles are the most widely used. Authoritative parents are 
demanding as well as responsive; authoritarian parents are highly demanding but are not very 
responsive; and permissive parents are not demanding and are highly responsive.  
This was a complex study that tested many factors, but what it found was not consistent 
with what the protection motivation theory states. Perceived susceptibility of the child was not a 
huge motivator of restrictive mediation or active mediation. In these instances, where a child has 
already been determined to have an addiction to the smartphone, the parents may have tried to 
mediate, but were unsuccessful in doing so. Another interesting finding is that parents who were 
addicted to their smartphone, underestimated the severity of their child’s addiction, which led to 
less engagement in parental mediation. As for parenting style, it was found that authoriative 
parents were more likely to believe that parental mediation would be effective in protecting their 
children against smartphone addiction and they were confident in their ability to engage in 
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parental mediation with this issue (Hwang, Choi, Yum, & Jeong, 2017). In terms of the “correct” 
way to mediate one’s children, there is no right answer. However, it was found that in order to 
have effective parental mediation, there needs to be demandingness (control) but also 
responsiveness (warmth) and it most closely relates to the parenting style of authoritative. An 
authoritative parent sets boundaries with the child and when the child has crossed those 
boundadries they are made aware, but there are less punitive measures taken with the child.  
A positive aspect of parent-child interactions is that social media platforms tend to 
enhance the relationship between parents and children by decreasing preexisting conflict and 
fostering closeness (Patrikakou, 2016). Also, the monitored technology use of parents, is not 
often seen as a means of parental intrusion, but instead it is to be expected and considered to be a 
sign of a supportive parent.  
Overview of Parent Training 
 Following my review of literature on digital citizenship, I found there are many factors 
that should be taken into consideration when discussing this topic with adolescents. An area that 
is lacking in research is that of the effectiveness of a parent education program. I have discussed 
the importance of parental involvement in the proper use of technology in adolescents, but if they 
are not sure how to properly use it themselves, how can we expect them to be good role models 
for their children? I feel this research backs up my project of creating a training for parents to 
educate them on the importance of online safety, social media and the effects it may be having 
on their children. I will also discuss the most effective ways to mediate their child’s use of 
technology by giving them various options. It is noted that children who grew up with the 
internet and technology the way it is today are known as “digital natives” because they grew up 
in this age and many of their parents are considered “digital immigrants” because the digital age 
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is a fairly new concept for them (Ribble, 2015). My hope with the training is to provide 
psychoeducation on the topic of digital citizenship to build parent’s awareness and also help 
them feel more comfortable with some of the issues they are not familiar with. 
Parent Consultation 
 When reviewing literature for effective ways to consult with parents, I came across an 
article that documented some of the critical change management processes that have been 
effective in teaching parents. The underlying theory of this article was Bandura’s Social 
Learning theory, which suggests that people learn from one another through observation, 
imitation and modeling. There are four phases that are most commonly involved in interventions 
for parents: 1) initial engagement, 2) assessment, 3) behavior change and 4) termination (Sanders 
& Burke, 2013).  
During the initial engagement stage, it is important for the parents to understand the 
objectives for the training and how it will benefit them and their children. This is the stage where 
it is also important to ensure all parents are on board with what you will be covering and answer 
any questions they may have. The second phase, assessment, establishes the goals for 
intervention and further reinforces parents commitment to participate and complete the 
intervention. During this phase, it should also include some sort of brainstorming for what the 
presenting problem is and recognizing the underlying characteristics and factors of the problem. 
Once the specific issues are identified, the training can continue. The next phase, is the behavior 
change phase. This is where the intervention plan is implemented. In the case of thi training, it is 
where parents are going to be introduced to the content of the program. During this phase, 
parents will also be given a chance to practice active skills, in which they are taught various 
strategies for promoting positive family interactions and managing child behavior. Lastly, the 
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fourth phase is termination. This phase gives a summary of the skills and context parents have 
learned during the training and allows time for questions. This is an important phase, because we 
do not want to leave the parents feeling like there was unfinished business (Sanders & Burke, 
2013). 
 I feel that educating parents and caregivers about the positive and negative effects of 
digital media is the most effective way to help our young children understand the importance of 
being a good digital citizen. Once their parents and caregivers are educated, they will be able to 
mediate their children on the positive ways to use social media and technology because they will 
be more comfortable with it themselves.  
Introduction to Training Manual 
 This training on digital citizenship will explore topics such as digital media and its effect 
on primarily adolescents. The topics being explored are self-identity, mental health, parental 
involvement and parental mediation styles. The purpose of this training is to educate parents with 
children of all ages. The training will last around two hours and it will be primarily informational 
based, with opportunities for discussion. There is a video that is shown on the third slide and it 
can be accessed by clicking on the hyperlink or by using the URL located in the slide overview. 
The digital footprint activity can be found in Appendix B and the directions are listed on the top 
of the page. There are certain slides that were taken directly from Common Sense Media: K-8 
Presentation for Parents (Common Sense Media, 2020), because I felt that they fit in well with 
the information I was providing based on my research. At the end of the training, distribute the 
Post-Training Assessment (Appendix C) and gather when all trainees have completed. Provide 
the parents the name of this website, Common Sense Media, as there are many resources for 
parents and families. The handout (Appendix D) included also comes from that site and includes 
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tips for families to start implementing balance in their digital media use. Anyone working in 
education, school counseling, social work or administration is approved to lead the training. The 
content in the slides can be adapted to fit specific school and student needs. The slides for the 
PowerPoint can be found in Appendix A. 
ASCA Standards Addressed 
 ASCA Mindsets and Behaviors are the basis of how school counselors assess student 
growth and development, guide the development of strategies and activities and create a program 
that helps students achieve their highest potential (ASCA, 2014). It is important that the work 
school counselors do incorporates appropriate ASCA Mindsets and Behaviors to drive student 
success. The parent training below addresses the following ASCA Mindsets and Behaviors: 
• M1. Belief in development of whole self, including a healthy balance of mental, 
social/emotional and physical well-being 
• B-LS 5. Apply media and technology skills 
• B-LS 9. Gather evidence and consider multiple perspectives to make informed decisions 
• B-SMS 8. Demonstrate the ability to balance school, home and community activities 
• B-SMS 9. Demonstrate personal safety skills 
• B-SS 3. Create relationships with adults that support success 
The purpose of Digital Citizenship: A Training for Plugged-in Parents is to provide parents with 
a basis of knowledge that can help them be more involved in their child/adolescent’s digital 
media life. By doing so, this will most importantly increase the development of their whole self, 
including creating a healthy digital media balance. 
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Slide 1: Introduction to Training 
 The first slide is designed to introduce the training to the trainees. Introduce yourself as 
the trainer and give an overview of the type of things they can expect throughout the training. It 
is important to note the training will be both informational and discussion based and that it will 
last around two hours. There will not be any designated breaks during the training, but they can 
get up and take a break when they need to. 
Slide 2: Objectives/Overview 
 Read through the slide of objectives and training overview. Ask if there are any questions 
before the training gets started.  
Slide 3: Social Media, Social Life: Teens Reveal Their Experience 
 Play the video on slide 3. The video is used as an introduction to the topic. The video can 
be found on YouTube at https://www.youtube.com/watch?v=GGGDfciqyvw.  
Slide 4: Discussion Questions 
 The first question that will be discussed is, “What are your biggest concerns about social 
media”. Have the trainees discuss the question at a table for a few minutes and share with the 
group what their biggest concerns are. The second question that will be discussed is, “What are 
some of the positives of digital media”. Have the groups discuss the question and share with the 
group what they talked about. As the trainer, write down the answers the groups came up with 
and put them up for the group to see. Make sure the group understands the importance of 
pointing out the positives of digital media, rather than dwelling on the concerns.  
Slide 5: Statistic 
Read the following statistic from Pew Research Center’s Internet & American Life 
Project: “According to the 2013 report of Pew Research Center’s Internet & American Life 
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Project on teen social media usage, 95% of teens age 12-17 used the internet and eight out of ten 
of those had some sort of social media platform they used on a regular basis.” 
Slide 6: Digital Citizenship 
 This slide starts with a large group discussion on the trainee’s knowledge of the term 
digital citizenship. Ask how many people have heard of the term and if they could share what it 
means to them. After you have determined the knowledge level of the term, reveal the definition. 
This can be expanded on by reiterating the fact that it essentially means being a good online 
citizen. 
Slide 7: Mike Ribble’s 9 Areas of Digital Citizenship 
 We are not going to go into depth about the nine areas of digital citizenship in schools, 
but I want them to be aware of the different aspects of digital citizenship. Give the following 
examples to expand on the areas:  
1. Digital Access: the equal distribution of technology and online resources. How easily 
accessible is the internet and recognizing that not all students may have access to online 
resources.  
2. Digital Commerce: buying, selling banking or using money in any way online 
3. Digital Communication: electronic exchange of information; technology can be a great 
way for students struggling to find their voice to express themselves 
4. Digital Etiquette: electronic standards of conduct or procedures and thinking about others 
when using digital devices 
5. Digital literacy: understanding technology and its use. We are seeing quite a difference in 
the amount of knowledge the older generation has about technology opposed to the 
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younger generation. The younger generation grew up using technology, so they can often 
be much more fluent in the use.  
6. Digital Rights and Responsibilities: requirements and freedoms extended to everyone in a 
digital world 
7. Digital Law: responsibility for actions and deeds; abiding by the rules and laws of the 
online world 
8. Digital Health: the physical and psychological well-being in a digital world; screen time 
9. Wellness and Digital Security: electronic precautions to guarantee safety; how to prevent 
attacks 
Mike Ribble has developed multiple classroom guidance lessons that could be implemented in a 
school setting with all ages. This is something I would want the parents to be aware of as well.  
Slide 8: Digital Footprint Activity 
 See Appendix B for the activity. The trainees will explore their digital footprint during 
this time and take 10-15 minutes to complete the worksheet. This will be a time of self-reflection 
and after the activity is complete, the group can discuss what they found interesting. 
Slide 9: Adolescents and Self-Identity 
Points to discuss: 
• Identity development is one of the most important stages of development challenges 
adolescents face.  
• During this time, adolescents are experiencing biological changes, cognitive changes, 
new psychosocial demands in their peer relationships, identity development and changes 
in social roles.  
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• What does this look like in your household? Give the trainees time to discuss with their 
table about what it is like to have an adolescent and if they notice any of the changes 
mentioned above. 
Slide 10: Adolescents and Self-Identity 
 The first part of this slide is a self-reflection. Allow the trainees to think back to when 
they were an adolescent and during that time whether they can recall if they were more interested 
in spending time with family or spending time with peers.  
Points to discuss: 
• During adolescence, the child is going to make a change from spending time with family 
to wanting to spend more time with their peers.  
• I don’t believe this has changed throughout the years, but the main difference between 
then and now is that they are now doing this through social media, rather than in person. 
• The adolescent is experiencing many changes during this time, but now there is the 
addition of digital media. Help them learn the skills necessary to use social media in an 
appropriate, safe, responsible way. 
Slide 11: Parents Role in Identity Development 
 Read through the slide. On the last bullet point say, “Research has looked at the 
adolescents’ sense of identity and the role that parents, friends and digital media technologies 
played in the construction of self. It found that positive online relationships with one’s parents 
and friends contributed to a positive sense of self among adolescents.” 
Slide 12: Main Takeaway 
 Read the main takeaway. 
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Slide 13: Common Health Issues Linked to Online Activity 
 This slide does not go into much depth about the specific health issues that have been 
linked to online activity/device use, but instead points them out. It is also important to note that 
the studies that have been done on this topic are correlational and at this time, there have not 
been any causal relationships. Cyberbullying is a topic that many have heard. The definition for 
cyberbullying is, the use of electronic communication to bully a person, typically by sending 
messages of an intimidating or threatening nature.  
Slide 14: Nighttime Device Use 
Points to discuss: 
• Recently there have been studies done on digital media use correlated with specifically 
nighttime device use. Recently, more studies have been done about the dangers of blue 
light on our eyes and brain. Blue light can cause our brains to wake up, which makes 
falling asleep at night more difficult. 
• Also, digital media use, especially at nighttime, can interrupt sleep or interfere with the 
natural melatonin production due to digital screen exposure at bedtime. When you think 
about it, many individuals turn to their phone or other device in bed as a sleep aid or a 
coping mechanism.  
• Increased emotional investment may be another reason why individuals are using their 
device at nighttime. The relationship here is that adolescents who are more invested are at 
an increased risk of anxiety and depression because they have higher feelings of distress 
and isolation when they are not connected to social media.  
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• This can then interrupt sleep, because the adolescent is constantly checking for social 
media alerts. When the adolescent isn’t getting enough sleep, it can lead to anxiety and 
depression and the cycle continues. 
Slide 15: FoMo 
 Ask the trainees if they have suffered from FoMo or the Fear of Missing Out? Continue 
to read the bullet points on the slide. This slide is an information slide to help the parents look at 
it from the child’s perspective. 
Slide 16: Discussion Question 
 Give the trainees ten minutes or so to discuss the discussion question on the slide as a 
small group and report back to the large group with some of the ideas they came up with. 
Slide 17: All About That Balance (Common Sense Media, 2020) 
 Read the slide to the trainees and have them reflect on the questions you are asking them. 
Slide 18: Be the Training Wheels for your Child (Common Sense Media, 2020) 
Say, “Even though worst case scenarios are rare, we still need to give kids the tools they 
need to be responsible and safe. When kids are young and they learn how to ride a bike, we take 
them somewhere safe, hold the back of the seat and let them find their balance. The same types 
of things should be done when kids are first learning to use their devices. We want them to be 
able to find balance and safety for themselves, because we are not always going to be there with 
them. It is important to go through various scenarios with your child before the problem happens, 
so you can keep the conversation open and guide them.” 
Slide 19: Social Media Red Flags (Common Sense Media, 2020) 
 Go through the bullet points on the slide and give the following examples to expand on 
them. These will be given to them in the form of a handout.  
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• Age-inappropriate content: Is it easy to find porn, violence or substance use? How 
prevalent is it? If it’s an app with a feed, you can get a sense of what people post and try 
searching for different types of content 
• Public Default Settings: When you share something, does it automatically go out to all 
users unless you change that setting? Some apps are meant to connect with friends and 
some with the world. Go through these settings. 
• Location tracking and sharing: Does the app track your location? Why? Does it share 
your location with others? Is there a way to opt out? Some apps offer features that allows 
teens to share their location and some are location-based, which means they connect users 
to people close by. Check these settings and the app description to see if and how it’s 
using location 
• Real-time video streaming: Is live streaming a feature? Why and how do people use it? 
What are your rules around sharing personal information and taking risks just to get 
viewers? 
• Temporary pictures: Is there a feature that promises that content will “disappear”? It’s a 
good idea to remind children and adolescents that content never truly disappears. 
• Anonymity: Is being anonymous a big part of the app? When people can hide, they’re 
more likely to make poor choices, so while an app built around being anonymous isn’t 
negative by default, many of them are.  
• Cyberbullying/Negative culture: What’s the overall feel? Are people on the app to have 
fun and connect or be cruel, rate others, one-up other, etc.? 
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Slide 20: Discussion Question 
 Ask, “How often are you currently mediating your child’s device use?” Discuss as a large 
group or small group. 
Slide 21: Parental Involvement 
Points to discuss: 
• Research has shown that parents want more transparency in their teens’ use, but they 
struggled with that because of their own unfamiliarity with technology. Research has 
shown that less than 50% of parents are monitoring their adolescent’s online usage, 
which is shocking considering the positive impact it could have on the safety of their use. 
• Parents have the potential to be one of the most vital parts of a community-based 
approach for their children. One of the ways to do that is for them to gain awareness, 
educate themselves and act in order to prepare their children for the online society. 
Slide 22: Parental Mediation 
Points to discuss:  
• There are three main types of parental mediation that can be helpful when increasing 
parental interactions. They are restrictive mediation, active mediation and co-viewing. 
• All three of these are important but are used at different ages and for different situations. 
For instance, a parent may restrict a child from using his/her cellphone at bedtime. At 
other times, the parent may actively mediate by asking questions about what the child is 
viewing, not in a punitive way, but more so in an informational way. Co-viewing can be 
used when the child is first starting their digital media use and you want to monitor their 
every move.” 
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Slide 23: Set Yourself Up for Success (Common Sense Media, 2020) 
Where do we go from here and with the information you learned today? I think these are the 
main takeaways from the training in helping our children use digital media in a safe, responsible 
and appropriate way. Go through the items for success. 
• Co-use/watching good bonding and learning: talk about content, commercials, real life 
connections 
• Know your own rules: Be consistent, have follow-through, and be on same page 
• Set expectations and rehearse with little kids:  
o Have a routine, be clear, make it a game, practice 
o Transition away to something fun and at clear stopping points (can negotiate with 
older kids) 
• Encourage creation as well as consumption. 
o Great apps and sites that foster creativity in unique ways 
o Can even learn basic coding logic 
• Start talking about digital citizenship. 
• Be a good role model 
Slide 24 
 Thank everyone for attending the training. This is when the trainees will complete the 
post-training assessment (Appendix C). The feedback from the assessment will be taken into 
consideration when adjusting for future trainings. If there is time after the assessment, the trainer 
can attempt to answer any questions.  
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Appendix C 
Post-Training Assessment 
 
Using the numbers 1-5 where 1 is strongly disagree and 5 is strongly agree, please answer the 
questions below by circling the corresponding number that best fits your response. 
 
Has your knowledge on the topic of digital citizenship increased? (circle response) 
1 2 3 4 5 
Feedback for the trainer:  
 
How comfortable do you feel implementing the information you learned today with your 
child/adolescent? 
1 2 3 4 5 
Feedback for the trainer: 
 
Answer the following questions by writing 1-2 sentences. 
What did you learn today that you did not previously know? 
 
 
Suggestions for the trainer: 
 
 
 
 
 
Do you have a child in the school district?  Yes  No 
How old is/are your child/children? __________ 
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